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The risks within your walls
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Your invisible enemies. Who are they?

Malicious insiders - 25%

Negligent insiders - 55%

Outsmarted insiders - 20%
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NIS2 becomes mandatory in the EU

After 17 October 2024, failure to comply with the NIS2 
directive can result in financial penalties and sanctions 
against top management.



Ensure that a prompt notification is 
issued for any major security incident 
within 24 hours of its detection

NIS2 reporting requirements
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24 hours

Present an initial assessment of the 
incident within 72 hours of detection

72 hours

Submit a final report within one 
month of detection

1 month
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The essence of NIS2

The NIS2 directive requires you to have a 

security system within your walls. It 

establishes the legal framework that mandates 

organizations to monitor and secure their 

critical infrastructures against cyber threats 

and internal risks.
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Introducing
Ekran System

● Manage insider risks

● Meet NIS2 requirements  



PAM UAM Productivity

01
Privileged account and session 

management (PASM); Endpoint 

access management

02
Privilege elevation and delegation 

management (PEDM); Secrets 

management

03 Remote privileged access 

management (RPAM); MFA

01 Real-time user activity monitoring 

02
Alerts for security incidents and 

suspicious activities; 

Rule-based detection of abnormal 

activity

03 Searchable records of all third-

party user activity

01 Productive vs. Idle time tracking

02 Productivity dashboards with 

granular view

03 Customizable productivity reports; 

Power BI integration
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Secure access, monitor activities, and boost 
productivity — all in one 



NIS2 requirement Measures to implement



NIS2 requirement Measures to implement



Benefits of using Ekran System 
for NIS2 compliance 
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Manage privileged accounts and sessions

Secure and control access to critical endpoints

Detect and disrupt insider threats

Promptly respond to incidents

Verify user identities 

Get full network visibility

Ultimate Guide
to NIS2 Compliance

Download our ebook 



Cecabank ensures Swift CSP compliance
with the help of Ekran System

Customer success story
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SWIFT account 
protection

Industry:

Banking
Location:

Spain
Market:

Spain, UK,
France, Germany, 

Hong Kong

Challenges:
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Ensure a high level of 

financial data protection

Meet SWIFT CSP 

requirements

Reduce the risk of SWIFT 

account compromise

Detect compromised 

SWIFT credentials



Compliance with SWIFT CSP 

requirements

User activity transparency within the 

SWIFT environment

Ability to prevent and detect attacks 

in the SWIFT environment in the 

early stages

The resultThe solution

Track all logins with the Ekran System 

agent on a CITRIX server

Record all login attempts with Syteca's 

optical character recognition algorithm

Log user activity and forward records to the 

customer's SIEM system for further analysis
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Ekran System customized some of their functionality to help us 
solve our security tasks.

Now, monitoring and auditing users accessing the SWIFT network 
through our environment is much easier.
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About Ekran System

Founded

in 2013

Offices

USA, Poland,
Germany, Ukraine

Customers

2500+

300+ partners
in 56 countries
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Ekran System is becoming
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The future of our company

New name, more advanced platform, same reliable team

arriving this October



Thank you!

sales@ekransystem.com 

marketing@ekransystem.com 

support@ekransystem.com 

For more information email us at:
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